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Extended Description:

THE VENDOR, THE ST BERNARD PROJECT INC, AGREES TO ENTER WITH THE AGENCY, WEST VIRGINIA DEVELOPMENT OFFICE, INTO AN OPEN-END
CONTRACT TO PROVIDE WV DEVELOPMENT OFFICE A DISASTER CASE MANAGEMENT SYSTEM PER THE SPECIFICATIONS, TERMS AND

CONDITIONS, BID REQUIREMENTS, ADDENDUM 1 ISSUED 09/40/2020, ADDENDUM 2 ISSUED 09/14/2020 AND THE VENDOR'S BID DATED 09/23/2020,
INCORPORATED HEREIN BY REFERENCE, AND MADE A PART OF HERECF.

Line Commodity Code Manufacturer Model No Unit Unit Price
1 43233700 YR 96774.000000
Service From Service To
Commeodity Line Description:  [NITIAL ANNUAL SUBSCRIPTION YEAR 1
Extended Description:
INITIAL ANNUAL SUBSCRIPTION YEAR 1
Line Commodity Code Manufacturer Model No Unit Unit Price
2 43233700 YR 96774.000000
Service From Service To
Commodity Line Description:  ANNUAL SUBSCRIPTION YEAR 2
Extended Description:
ANNUAL SUBSCRIPTION YEAR 2
Line Commodity Code Manufacturer Model No Unit Unit Price
3 43233700 YR 96774.000000
Service From Service To
Commodity Line Description: ANNUAL SUBSCRIPTION YEAR 3
Extended Description:
ANNUAL SUBSCRIPTION YEAR 3
Line Commodity Code Manufacturer Model No Unit Unit Price
4 43233700 YR 96744.000000
Service From Service To
Commedity Line Description: ANNUAL SUBSCRIPTION YEAR 4
Extended Description:
ANNUAL SUBSCRIPTION YEAR 4
Line Commodity Code Manufacturer Model No Unit Unit Price
5 43233700 EA 0.000000
Service From Service To
Commodity Line Description: LICENSING USER FEE
Extended Description:
LICENSING USER FEE
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Line Commadity Code Manufacturer Model No Unit Unit Price
6 43233700 EA 0.000000
Service From Service To
Commodity Line Description: DOGCUMENT STORAGE, MAINTENANCE, AND BACKUP
Extended Description:
DOCUMENT STORAGE, MAINTENANCE, AND BACKUP
Line Commeodity Code Manufacturer Model No Unit Unit Price
7 43233700 EA 0.000000
Service From Service To
Commodity Line Description:  SECURITY PROTECTION
Extended Description:
SECURITY PROTECTION
Line Commodity Code Manufacturer Model No Unit Unit Price
8 43233700 EA 7667.000000
Service From Service To
Commodity Line Description: CUSTOMIZATION FOR DR HOUSING CASE MANAGEMENT MODULES
Extended Description:
CUSTOMIZATION FOR DR HOUSING CASE MANAGEMENT MODULES
Line Commodity Code Manufacturer Model No Unit Unit Price
9 43233700 EA 0.000000
Service From Service To
Commodity Line Description:  CUSTOMIZATION FOR DR DEMOLITION CASE MANAGEMENT MODULES
Extended Description:
CUSTOMIZATION FOR DR DEMOLITION CASE MANAGEMENT MODULES
Line Commodity Code Manufacturer Model No Unit Unlt Price
10 43233700 EA 0.000000
Service From Service To
Commodity Line Description: CUSTOMIZATION FOR DR BRIDGE CASE MANAGEMENT MODULES
Extended Description:
CUSTOMIZATION FOR DR BRIDGE CASE MANAGEMENT MODULES
Line Commodity Gode Manufacturer Model No Unit Unit Price
11 43233700 DAY 416.670000
Service From Service To
Commodity Line Description: IMPLEMENTATION AND TRAINING ONSITE

Extended Description:
IMPLEMENTATION AND TRAINING ONSITE
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Line Commodity Code Manufacturer Model No Unit Unit Price
12 43233700 MO 338.830000
Service From Service To
Commedity Line Description: ONLINE TECHNICAL ASSISTANCE YEAR 1
Extended Description:
ONLINE TECHNICAL ASSISTANCE YEAR 1
Line Commodity Cade Manufacturer Model No Unit Unit Price
13 43233700 MO 166.660000
Servico From Service To
Commodity Line Description:  OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 2
Extended Description:
OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 2
Line Commodity Code Manufacturer Model No Unit Unit Price
14 43233700 MO 166.660000
Service From Service To
Commodity Line Description:  OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 3
Extended Dascription:
OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 3
Line Commodity Code Manufacturer Mode{ No Unit Unit Price
15 43233700 MO 166.660000
Service From Service To
Commodity Line Description:  OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 4
Extended Description:

OPTIONAL ONLINE TECHNICAL ASSISTANCE YEAR 4

Date Printed: Oct8,2020 OrderNumber: CMA 0307 7432 DEV2100000008 1 Page: 4

FORM ID: WV-PRC-CMA-002 2020/01




GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor. Vendor’s signature on its bid signifies Vendor’s agreement to be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2, “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the
contract holder.

2.7, “Solicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8, “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9, “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.

Revised 01/05/2020



3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Initial Contract Term: Initial Contract Term: This Contract becomes effective on
10/08/2020 and extends for a period of One year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney Genera! approval is as to form only). Any request for renewal should be delivered to
the Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Unless otherwise specified
below, renewal of this Contract is limited to Three successive one (1) year
periods or multiple renewal periods of less than one year, provided that the multiple renewal
periods do not exceed the total number of months available in all renewal years combined.
Automatic renewal of this Contract is prohibited. Renewals must be approved by the Vendor,

Agency, Purchasing Division and Attorney General’s office (Attorney General approval is as to
form only)

[J Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter perieds provided that they do not exceed
the total number of months contained in all avajlable renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the

delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor's receipt of the notice
to proceed and must be completed within days.

[ Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached

specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that maintenance, monitoring, or
warranty services will be provided for year(s) thereafter.

(] One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[J Other: See attached.
Revised 01/09/2020



4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately
upon receiving notice to proceed unless otherwise instructed by the Agency. Unless otherwise
specified, the fully executed Award Document will be considered notice to praceed.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

Open End Contract: Quantities listed in this Solicitation are approximations only, based on
estimates supplied by the Agency. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less
than the quantities shown.

[ Serviee: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

[]Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.

[[] One Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Attomney General’s office.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate or expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work. An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages, This provision does not excuse the State
from fulfilling its obligations under a One Time Purchase contract,

7. REQUIRED DOCUMENTS: Al of the items checked below must be provided to the
Purchasing Division by the Vendor as specified below.

[1BID BOND (Construction Only): Pursuant to the requirements contained in W. Va. Cade §
5-22-1(c), All Vendors submitting a bid on a construction project shall furnish a valid bid bond
in the amount of five percent (5%) of the total amount of the bid protecting the State of West
Virginia. The bid bond must be submitted with the bid.

[JPERFORMANCE BOND: The apparent successful Vendor shall provide a performance

bond in the amount of 100% of the contract. The performance bond must be received by the
Purchasing Division prior to Contract award.

Revised 01/09/2020



[JLABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
labor/material payment bond in the amount of 100% of the Contract value. The labor/material
payment bond must be delivered to the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may
provide certified checks, cashier’s checks, or ifrevocable letters of credit. Any certified check,
cashier’s check, or irrevocable letter of credit provided in lieu of a bond must be of the same
amount and delivered on the same schedule as the bond it replaces. A letter of credit submitted in
lieu of a performance and labor/material payment bond will only be allowed for projects under
$100,000. Personal or business checks are not acceptable. Notwithstanding the foregoing, West
Virginia Code § 5-22-1 (d) mandates that a vendor provide a performance and labot/material
payment bond for canstruction projects. Accordingly, substitutions for the performance and
labor/material payment bonds for construction projects is not permitted.

[0 MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and
delivered to the Purchasing Division prior to Contract award.

[ ] LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section of the General Terms and Conditions entitled Licensing, the apparent successful Vendor
shall fumish proof of the following licenses, certifications, and/or permits upon request and in a
form acceptable to the State. The request may be prior to or after contract award at the State’s
sole discretion,

O

The apparent successful Vendor shall also furnish proof of any additional licenses or
;:ertitilic;tions contained in the specifications regardless of whether or not that requirement is
isted above,

Revised 01/05/2020



8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below and must include the State as an additional insured on each policy prior
to Contract award. The insurance coverages identified below must be maintained throughout the
life of this contract. Thirty (30) days prior to the expiration of the insurance policies, Vendor
shall provide the Agency with proof that the insurance mandated herein has been continued.
Vendor must also provide Agency with immediate notice of any changes in its insurance
policies, including but not limited to, policy cancelation, policy reduction, or change in insurers.
The apparent successful Vendor shall also furnish proof of any additional insurance requirements
contained in the specifications prior to Contract award regardless of whether or not that
insurance requirement is listed in this section.

Vendor must maintain:

Commercial General Liability Insurance in at least an amount of: 1,080,000 per
ccourrence.

[J Automobile Liability Insurance in at least an amount of: per occurrence.

[ Professional/Malpractice/Errors and Omission Insurance in at least an amount of:
per occurrence. Notwithstanding the forgoing, Vendor's are not required to
list the State as an additional insured for this type of policy.

[0 Commercial Crime and Third Party Fidelity Insurance in an amount of:

per occurrence.

[J] Cyber Liability Insurance in an amount of; per occurrence,

[ Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.

[] Pollution Insurance in an amount of: per occurrence.
[] Aircraft Liability in an amount of: per occurrence.

O

O

O

Revised 01/09/2020



Notwithstanding anything contained in this section to the contrary, the Director of the
Purchasing Division reserves the right to waive the requirement that the State be named as
an additional insured on one or more of the Vendor's insurance policies if the Director finds
that doing so is in the State’s best interest.

9. WORKERS’ COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers’ compensation
insurance when required, and shall furnish proof of workers’ compensation insurance upon
request,

10. [Reserved)

11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall
not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications:

O for

[ Liquidated Damages Contained in the Specifications

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the product
or service proposed by vendor meets the mandatory requirements contained in the Solicitation
for that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor's inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification. Notwithstanding the foregoing,
Vendor must extend any publicly advertised sale price to the State and invoice at the lower of
the contract price or the publicly advertised sale price.

14. PAYMENT IN ARREARS: Payment in advance is prohibited under this Contract.
Payment may only be made after the delivery and acceptance of goods or services. The Vendor
shall submit invoices, in arrears.

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer and
P-Card. (The State of West Virginia’s Purchasing Card program, administered under contract
by a banking institution, processes payment for goods and services through state designated
credit cards.)

Revised 01/05/2020



16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia or included in the unit price or lump sum bid amount that Vendor is
required by the solicitation to provide. Including such fees or charges as notes to the solicitation
may result in rejection of vendor’s bid. Requesting such fees or charges be paid after the contract
has been awarded may result in cancellation of the contract.

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-5.2.b.

20. TIME: Time is of the essence with regard to all matters of time and performance in this
Contract.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code or West Virginia Code of State Rules is void
and of no effect.

22, COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, state, and
local laws, regulations and ordinances. By submitting a bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances. Notification
under this provision must occur prior to the performance of any work under the contract by
the subcontractor.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect.

Revised 01/03/2020



24, MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding
anything contained in this Contract to the contrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attorney
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change.

25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinquishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect. Any waiver must be
expressly stated in writing and signed by the waiving party.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form documents
submitted by Vendor to the Agency or Purchasing Division such as price lists, order forms,
invoices, sales agreements, or maintenance agreements, and includes internet websites or other
electronic documents. Acceptance or use of Vendor’s forms does not constitute acceptance of the
terms and conditions contained thereon.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government
agency or office that may be required to approve such assignments.

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(c) be free from defect in material and workmanship.

29, STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requitrements, set forth in
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31. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal apening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq,

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any decument labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets™ as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice.

32. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢,
Vendor must be licensed and in good standing in accordance with any and all state and local
laws and requirements by any state or local agency of West Virginia, including, but not limited
to, the West Virginia Secretary of State’s Office, the West Virginia Tax Department, West
Virginia Insurance Commission, or any other state agency or political subdivision. Obligations
related to political subdivisions may include, but are not limited to, business licensing, business
and occupation taxes, inspection compliance, permitting, etc. Upon request, the Vendor must
provide all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above
entities,

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors
providing commodities or services related to this Contract that as subcontractors, they
too are required to be licensed, in good standing, and up-to-date on all state and local
obligations as described in this section. Obligations related to political subdivisions may
include, but are not limited to, business licensing, business and occupation taxes,
inspection compliance, permitting, etc. Notification under this provision must occur
prior to the performance of any work under the contract by the subcontractor.

33. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all causes of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment
to Vendor.

Revised 01/09/2020



34. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor
certifies (1) that its bid or offer was made without prior understanding, agreement, or connection
with any corporation, firm, limited liability company, partnership, person or entity submitting a
bid or offer for the same material, supplies, equipment or services; (2) that its bid or offer is in all
respects fair and without collusion or fraud; (3) that this Contract is accepted or entered into
without any prior understanding, agreement, or connection to any other entity that could be
considered a violation of law; and (4) that it has reviewed this Solicitation in its entirety;
understands the requirements, terms and conditions, and other information contained herein.

Vendor’s signature on its bid or offer also affirms that neither it nor its representatives have any
interest, nor shall acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency. The individual signing this bid or offer on behalf of Vendor certifies that he or she is
authorized by the Vendor to execute this bid or offer or any documents related thereto on
Vendor's behalf; that he or she is authorized to bind the Vendor in a contractual relationship; and
that, to the best of his or her knowledge, the Vendor has properly registered with any State
agency that may require registration.

35. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely
liable for the acts and omissions of its employees and agents. Vendor shall be responsible for
selecting, supervising, and compensating any and all individuals employed pursuant to the terms
of this Solicitation and resulting contract. Neither the Vendor, nor any employees or
subcontractors of the Vendor, shall be deemed to be employees of the State for any purpose
whatsoever. Vendor shall be exclusively responsible for payment of employees and contractors -
for all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, including but not limited to, Workers® Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms, and
returns pertinent to all of the foregoing. :

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

36. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the Contract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized
by the Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor,
its officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.
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37. PURCHASING AFFIDAVIT: In accordance with West Virginia Code §§ 5A-3-10a and
5-22-1(i), the State is prohibited from awarding a contract to any bidder that owes a debt to the
State or a political subdivision of the State, Vendors are required to sign, notarize, and submit
the Purchasing Affidavit to the Purchasing Division affirming under oath that it is not in
default on any monetary obligation owed to the state or a political subdivision of the state.

38. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may
be utilized by other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other
Government Entities”), provided that both the Other Government Entity and the Vendor
agree. Any extension of this Contract to the aforementioned Other Government Entities must
be on the same prices, terms, and conditions as those offered and agreed to in this Contract,
provided that such extension is in compliance with the applicable laws, rules, and ordinances
of the Other Government Entity. A refusal to extend this Contract to the Other Government
Entities shall not impact or influence the award of this Contract in any manner.

39, CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or compromise
the performance of its obligations hereundet. Vendor shall periodically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of
interest discovered shall be promptly presented in detzil to the Agency.

40. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

[ Such reports as the Agency and/or the Purchasing Division may request. Requested reports
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, etc.

[] Quarterly reports detailing the total quantity of purchases in units and dollars, along witha
ltstmg of purchases by agency. Quarterly reports should be delivered to the Purchasing Division

via email at purchasing requisitions@wv.gov.

41. BACKGROUND CHECK: In accordance with W, Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall require any service provider whose employees are regularly
employed on the grounds or in the buildings of the Capitol complex or who have access to
sensitive or critical information to submit to a fingerprint-based state and federal background
inquiry through the state repository. The service provider is responsible for any costs associated
with the fingerprint-based state and federal background inquiry.

After the contract for such services has been approved, but before any such employees are
permitted to be on the grounds or in the buildings of the Capitol complex or have access to
sensitive or critical information, the service provider shall submit a list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
Protective Services for purposes of verifying compliance with this provision, The State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check.
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Service providers should contact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information.

42, PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56,
no contractor may use or supply steel products for a State Contract Project other than those
steel products made in the United States. A contractor who uses steel products in violation of
this section may be subject to civil penalties pursuantto W. Va. Code § 5A-3-56. As used in
this section:

a. “State Contract Project” means any erection or construction of, or any addition to,
alteration of or other improvement to any building or structure, including, but not limited
to, roads or highways, or the installation of any heating or cooling or ventilating plants or
other equipment, or the supply of and materials for such projects, pursuant to a contract
with the State of West Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products™ means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process. The Purchasing Division Director
may, in writing, authorize the use of foreign steel products if:

c. The cost for each contract item used does not exceed one tenth of one percent (.1%)
of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

d. The Director of the Purchasing Division determines that specified steel materials are
not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.

43. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, afier the receipt of offers or bids, (1) that the cost of domestic
aluminum, glass or steel products is unreasonable or inconsistent with the public interest of the
State of West Virginia, (2) that domestic aluminum, glass or steel products are not produced in
sufficient quantities to meet the contract requirements, or (3) the available domestic aluminum,
glass, or steel do not meet the contract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty thousand dollars ($50,000) or public
works contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced ina
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“substantial labor surplus area”, as defined by the United States Department of Labor, the cost
of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
thirty percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel
products. This preference shall be applied to an item of machinery or equipment, as indicated
above, when the item is a single unit of equipment or machinery manufactured primarily of
aluminum, glass or steel, is part of a public works contract and has the sole purpose or of being
a permanent part of a single public works project. This provision does not apply to equipment
or machinery purchased by a spending unit for use by that spending unit and not as part of a
single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.

44. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the vendor
must submit to the Agency a supplemental disclosure of interested parties reflecting any new
or differing interested parties to the contract, which were not included in the original pre-
award interested party disclosure, within 30 days fotlowing the completion or termination of
the contract. A copy of that form is included with this solicitation or can be obtained from the
WYV Ethics Commission. This requirement does not apply to publicly traded companies listed
on a national or international stock exchange. A more detailed definition of interested parties
can be obtained from the form referenced above.

45. PROHIBITION AGAINST USED OR REFURBISHED: Unless expressly
permitted in the solicitation published by the State, Vendor must provide new, unused
commodities, and is prohibited from supplying used or refurbished commodities, in fulfilling
its responsibilities under this Contract.
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract A%t and the initial point of contact for matters relating to this Contract.

Chief Strategy & Innovation Officer

(Name, Title)
Reese May, Chief Strategy & Innovation Officer
(Printed Name and Title)

6 oulouse St. e LA 70119
(Address)
601.310.6744
(Phone Number) / (Fax Number)

e@sbpusa.o

(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that I have reviewed this Solicitation in its entirety; that ] understand
the requirements, terms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an offer to the State that cannot be unilaterally withdrawn; that the product
or service proposed meets the mandatory requirements contained in the Solicitation for that
product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor’s behalf; that
I am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require
registration.

The St. Bernard Project, Inc., dba SBP, Inc.
(Company)

@ eese Chief Strate novation Office
(Authorized Signature) (Representative Name, Title)

Reese May, Chief Strategy & Innovation Officer
(Printed Name and Title of Authorized Representative)

9/23/2020
(Date)
601.310.6744 (cell) 866-392-1158 (fax)
(Phone Number) (Fax Number)
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.:

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:

(Check the box next to each addendum received)
[x] Addendum No. I [] Addendum No. 6
[x] Addendum No. 2 Addendum No. 7
[] Addendum No. 3 Addendum No. 8
[] Addendum No. 4 [ Addendum No. 9
[] Addendum No. 5 (] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
I further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is
binding.

The St. Bernard Project, Inc., dba SBP, Inc.
Company

/2

Authorized Signature
9/23/2020

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite
document processing.
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REQUEST FOR QUOTATION
Disaster Recovery Case Management System and Service

SPE S

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of West Virginia Development Office (WVDO) to establish a contract for Disaster
Recovery Case Management as a Service (DRCMaaS).

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in section 2 of the General Terms and Conditions.

2.1 Authority to Use Grant Funds (AUGF) — Federal agency’s documentation of
receiving the environmental records and authorizes the responsible entity the ability
to use federal grant funds.

2.2 Commercial Off the Shelf (COTS) software that is packaged for purchase and is
adaptable for the user with out needs for research and design.

2.3 Community Development Block Grant — Disaster Recovery (CDBG-DR) Housing
and Urban Development federal grant to provide long-term disaster recovery.

2.4 “Constituents” are persons and entities that have a relationship to any organizational
unit of the WVDO and subrecipients.

2.5 Contract Services” means for a commercial off the shelf (COTS) Disaster Recovery
Case Management System as a Service (DRCMaa$S) model as more fully described in
these specifications.

2.6 “Covered Data Information (CDX)” includes Personally Identifiable Information
(PII) concerning individual Constituents, as well as CDBG-DR data and may include
paper records, electronic images, data and other information records supplied by
WVDO and subrecipients. Data classified by WVDO as Restricted or Confidential is
considered CDI.

2.7 Disaster Recovery Case Management as a Service (DRCMaaS) software for
system of record that provides modules for disaster case management.

2.8 Duplication of Benefit (DOB) A duplication of benefits occurs when an applicant
receives assistance from multiple sources intended for the same purpose or the
amount of assistance provided exceeds the total of unmet need.

2.9 Enterprise Report Management (ERM) — reports that extract data to provide
accomplishment data, timeframes, expenditures, etc.
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2.10 Environmental Review Record (ERR) - Documents the regulations and
requirements to meet the National Environmental Policy Act which includes the
responsible entities Request Release of Funds (RROF) and the executed Authority to
Use Grant Funds (AUGF).

2.11  Graphic User Interface (GUI) —a visual way of using software such as icons.

2.12  Personal Identifiable Information (PII) — personal information that has the
ability to identify an individual and information that is protected by law.

2.13 “Pricing Page” means the pages, contained wvOASIS or attached hereto as
Exhibit A, upon which Vendor should list its proposed price for the Contract
Services.

2.14 Request Release of Funds (RROF) — part of the NEPA environmental review
submitted by the responsible entity to the federal agency.

2.15 *“SaaS” Means Software as a Service.

2.16 “Solicitation” means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division.

2.17 West Virginia Development Office (WVDO) agency within the WV
Department of Commerce that is the responsible entity for the CDBG-DR federal

grant,

3. QUALIFICATIONS: Vendor, or Vendor’s staff if requirements are inherently
limited to individuals rather than corporate entities, shall have the following minimum
qualifications:

3.1. The DRCMaaS solution must be a fully vendor-hosted COTS model; all data
records must be exportable to various common formats for rapid data sharing
and export to other CDBG-DR systems. WVDO wishes to purchase licenses to
such a system for electronic document management, enterprise workflow, and
compliance functionality.

3.2. Vendors must have a proven track record in CDBG-DR software
implementation and support. Roll out of the selected System is planned for
December 2020. The WV Development Office would be the ownership of all
the data records and can be exported in a common shared file format at no
additional costs.

4. MANDATORY REQUIREMENTS:
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4.1 Mandatory Contract Services Requirements and Deliverables: Contract Services
must meet or exceed the mandatory requirements listed below.

4.1.1 Disaster liecovery Case Management

4.1.1.1 DRCMaaS must meet the following general criteria and a deadline

for implementation within 60 days of an awarded contract.

4.1.1.2 DRCMaaS must have the capability of entering applicant data,

uploading mandatory eligibility documents and case management
(up to 175 pages per client), store environmental review records,
track phased construction status, document inspections (up to 50
photographs), record contract expenditures and invoices, and
document auditing and closeout. While the System's primary
function will be to aid the citizen in recovering housing needs, it
must be adaptable to record additional CDBG-DR projects such as
demolition and private bridges with direct benefits to applicants.

4.1.1.3 DRCMaaS solution should be capable of exporting data in common

file format(s) that allow for the exchange, sharing, and utilization of
such data across other governmental, state, and/or county systems.
The System will support CDBR-DR programs in tracking eligibility
and case management, project status, document retrieval, invoicing,
and compliance. The WVDO is supported by Microsoft platforms.

4.1.1.4 The DRCMaaS will have the ability to import and export documents

in commonly used data and image file formats is critical,

4.1.1.5 System security must meet Personal Identifiable Information (PII)

Privacy Act Compliance and West Virginia laws.

4.1.1.6 The data warehouse must be able to remotely accept electronic

forms data and digitized documents for an estimated 2500 client
files via a secure web portal.

4.1.2 Disaster Recovery Case Management — Discipline Standards
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4.1.2.1 Software has a non-proprietary format with open database structure.

It also has the ability to extract WVDO owned data with no
additional costs. Software will contain a WVDO administrator
module to allow for the configuration of document types, keywords,
storage locations, user securityy, ERM (enterprise report
management), import formats, export formats and workflow life
cycles; or provide a vendor administrator upon need. Software has
the ability to convert documents to standard storage formats (TIFF,
PDF, Etc). Software has the ability to support multiple
authentication methods (Active Directory, LDAP, SQL, etc.).
Software supports the input of electronic documents. The software
allows for internet or thin client access. The access method must be
secure (https). Digital documents may include, but are not limited
to:
4.1.2.1.1 Word processing files

4.1.2,1.2 Spreadsheets

4.12.13 Graphical images (i.e., PDF, GIF, TIFF, JPEG,
etc.)

4,13 Information Use and Disclosures Standards

4.1.3.1 The vendor provides a secure web portal for registered users.

4.1.3.2 The vendor provides full administrative privileges to one WVDO

manager.

4.1.3.3 Hosting may be cloud-based outside the Southeast region within the

Continental United States.

4.13.4 The System provides intuitive graphic user interface (GUI)

workflow from applicant intake, eligibility, income, Duplication of
Benefit, environmental, award, construction/repairs, finance,
compliance, and closeout.

4.14 Protection of Covered Data and Information
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4.14.1

4.14.2

4.14.3

4144

4.14.5

4.14.6

4.14.7

4.14.8

The vendor agrees to abide by Exhibit B the SaaS Cloud
Addendum,

The vender agrees to abide by limitations binding upon the
WVDO and related to the transmission, storage, access,
analysis, and/or disclosure of Covered Data and
Information (CDI); this includes federal and state
legislation, regulations, policies, and industry practices.

Vendor acknowledges that the Agreement allows the
vendor and WVDO to mutually transmit, store, and access
CDI.

Vendor agrees to hold CDI in strict confidence. Vendor
shall not use or disclose CDI received from or on behalf of
WVDO (or its Constituents) except as permitted or required
by the Agreement, as required by law, or as otherwise
authorized in writing by the WVDO. Vendor agrees not to
access or use CDI for any purpose other than the purpose
for which the disclosure was made.

Upon termination, cancellation, expiration or other
conclusion of the Agreement, vendor shall return all CDI to
WVDO. If the vendor destroys the information upon
WVDO's approval, the vendor shall provide WVDO with a
certificate confirming the date of destruction of the data.

If the WVDO reasonably determines in good faith that
vendor has materially breached any of its obligations under
the Agreement, then the WVDO, in its sole discretion, shall
have the right to (1) require vendor to submit to a plan of
monitoring and reporting, (2) provide vendor with a fifteen
(15) day period to cure the breach, or (3) terminate this
Agreement immediately if cure is not possible. Before
exercising any of these options, WVDO shall provide
written notice to vendor describing the violation and the
action it intends to take,

Vendor will define controls that will be used to ensure data
and files are adequately backed up.

Vendor shall develop, implement, maintain, and use
appropriate administrative, technical and physical security
measures to preserve the confidentiality, integrity and
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availability of all transmitted and stored CDI received from,
or on behalf of the WVDO and its Constituents. Vendor
shall impose these measures on all subcontractors used by
vendor.

4.14.9 Vendor shall, within 24-hours of discovery, report to
WVDO any use or disclosure of CDI not authorized by the
Agreement or in writing by WVDO. Vendor's report shall

identify:

4.1.4.9.1 The nature of the unauthorized use or
disclosure

4.1.4.9.2 The CDI used or disclosed

4.1.4.9.3 The identity of the individual(s) or entity that
received the unauthorized disclosure

4.1.494 The action(s) that Vendor has taken or shall
take to mitigate any potentially negative effects
of the unauthorized use or disclosure

4.14.9.5 The corrective action(s) Vendor has taken or
shall take to prevent future similar
unauthorized uses or disclosures.

4.14.10 Vendor shall provide any additional information in
connection with the unauthorized disclosure reasonsbly
requested by WVDO.

4.1.4.11 Vendor shall indemnify, save and hold harmless WVDO
from any loss, liability, damage, claims, costs or judgments
the WVDO incurs, including WVDO's costs and attorney
fees, which arise from Vendor's failure to meet any of its
obligations under the Agreement.

4.1.5 Implementation

Revised 12/12/2017

4.1.5.1 Vendor will complete implementation and training for
relevant WVDO staff within 60 days of the acceptance of the
contract.

4.1.5.2 The software will be capable of adding additional modules
in the event they are necessary for future grants.
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416 Workflow
4.1.6.1 Intake Meodule:

4.1.6.1.1 The System must have the capability to enter basic citizen
intake data such as name, multiple addresses, date of birth,
family household members, and the date time and location
of the initial interview. Capability of scanning driver's
license, SSN card, birth records, etc. The citizen entry
screen must allow for basic case management notes.

4.1.6.1.2 The System must be able to store a citizen's electronic
Individual Recovery Plan with email and print capability.

4.1.6.2 Eligibility Module:

4.1.6.2.1 The System must have the capability to identify citizen
preliminarily eligibility and priority of service based on
a manual review of all supporting documents.

4.1.6.3 Income Module:

4.1.6.3.1 The System must be able to scan hardcopies of citizen's
proof of income (examples are pay stubs, tax returns and
bank statements), and place in respective category (tab).

4.1.6.4 Duplication of Benefits (DOB) Module:

4.1.6.4.1 The System should be able to calculate a citizen's
Duplication of Benefits (DOBs - govemment, private,
homeowner's insurance, and non-profit funds) and store
damage assessments/estimated costs to repair and
supporting documents such as scanned receipts.

4.1.6.5 Environmental Review Module:

4.1.6.5.1 Upon DOB analysis, the System must be able to store the
environmental review and consultation documents for
the project and allow a manual review. The System must
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be able to identify whether the applicant's property has
undergone both Tier 1 and Tier 2 environmental reviews
prior to any work being conducted on the citizen's home
in accordance with federal and state environmental
regulations.

4.1.6.6 Title/Ownership Module:

4.1.6.6.1 The System must have the capability to store, scan or
property title through electronic county records and
basic mortgage holder information to determine home
ownership. The System must record county records on
outstanding debts for property taxes.

4.1.6.7 Contract Medule:

4.1.6.7.1 The System must record the associated contract for each
project along with the RROF (Request for Release of
Funds) and AUGF (Authority to Use Grant Funds).

4.1.6.8 Construction Module:

4.1.6.8.1 The System must have a "Construction tab" details
the eligible citizen property's scope of work in
addition to uploading house photographs of before,
during, and post construction for andit and warrantee
purposes. Module will store contract change orders,
final inspections, permits, and other related
documents.

4.1.6.9 Contractor Invoicing Module:

4.1.69.1 System must have the capability to store project
invoicing.

4.1.6.10 Status Module:
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4.1.6.10.1 An overall summary of actions relative to the client's
application is summarized in this module. As a
minimum, the Status Module will show case id,
project type, activity status, compliance status, intake
status, intake items missing, eligibility status,
eligibility items pending, income status, DOB
(Duplication of Benefits) status, title status,
construction status, and closcout status.

4.1.6.11 Audit and Monitoring Module;

4.1.6.11.1 The System must have an "Audit Tab" which allows
key personnel the ability to audit a file in one or more
areas of the system and account for their presence
during the audit.

4.1.6.12 Communications Module:

4.1.6.12.1 The System must provide a dashboard/tab for
Constituent Services to track communications.

4.1.6.12.2 The System must have a "Communications Tab"
which captures all electronic notes (diary) with the
citizen by date and time.

4.1.6.13 Closeout Meodule;

4.1.6.13.1 The System must have a "Closeout Tab" that an
approval authority certifies that a case has been
closed.

4.1.7 Training DCMaaS and Standards for Workflow

4.1.7.1 Vendor will provide initial training to the WVDO and
subrecipients for the implementation of the System and the
best practices/standards for disaster case management and
associated modules in the workflow. Vendor will provide
technical assistance as needed throughout the implementation
of the CDBG-DR grant and this agreement.
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S. CONTRACT AWARD:

5.1 Contract Award: The Contract is intended to provide Agency with a purchase
price for the Contract Services. The Contract shall be awarded to the Vendor
that provides the Contract Services meeting the required specifications for the
lowest overall total cost as shown on the Pricing Pages.

5.2 Pricing Page: Vendor should complete the Pricing Page by units listed on
Exhibit A Pricing Page. Units cannot be changed for pricing. All line items
must of a dollar amount listed or a zero. Vendor should complete the Pricing
Page in full as failure to complete the Pricing Page in its entirety may result in
Vendor’s bid being disqualified. Questions regarding Exhibit A or pricing
units may be submitted during the bid for clarification. The Agency will
respond to all Vendor questions and will be included as an addendum to the
solicitation.

Vendor should type or electronically enter the information into the Pricing
Pages through wvOASIS, if available, or as an electronic document.

6. PERFORMANCE: Vendor and Agency shall agree upon a schedule for performance of
Contract Services and Contract Services Deliverables, unless such a schedule is already
included herein by Agency. In the event that this Contract is designated as an open-end
contract, Vendor shall perform in accordance with the release orders that may be issued against
this Contract.

7. PAYMENT: Agency shall pay flat fees as shown on the Pricing Pages, for all Contract
Services performed and accepted under this Contract. Vendor shall accept payment in
accordance with the payment procedures of the State of West Virginia.

8. TRAVEL:
Vendor shall be responsible for all mileage and travel costs, including travel time, associated
with performance of this Contract. Any anticipated mileage or travel costs may be included in
the flat fee or hourly rate listed on Vendor’s bid, but such costs will not be paid by the Agency
separately.
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9. FACILITIES ACCESS: Performance of Contract Services may require access cards
and/or keys to gain entrance to Agency’s facilities, In the event that access cards and/or
keys are required:

9.1. Vendor must identify principal service personnel which will be issued access
cards and/or keys to perform service.

9.2, Vendor will be responsible for controlling cards and keys and will pay
replacement fee, if the cards or keys become lost or stolen.

9.3. Vendor shall notify Agency immediately of any lost, stolen, or missing card or
key.

9.4. Anyone performing under this Contract will be subject to Agency’s security
protocol and procedures.

9.5. Vendor shall inform all staff of Agency’s security protocol and procedures.
10. VENDOR DEFAULT:
10.1. The following shall be considered a vendor default under this Contract.

10.1.1. Failure to perform Contract Services in accordance with the requirements
contained herein.

10.1.2.Failure to comply with other specifications and requirements contained
herein.

10.1.3.Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

10.1.4. Failure to remedy deficient performance upon request.
10.2. The following remedies shall be available to Agency upon default.
10.2.1. Immediate cancellation of the Contract.
10.2.2. Immediate cancellation of one or more release orders issued under this

Contract.
10.2.3. Any other remedies available in law or equity.
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11. MISCELLANEOUS:

11.1. Contract Manager: During its performance of this Contract, Vendor must designate
and maintain a primary contract manager responsible for overseeing Vendor’s
responsibilities under this Contract. The Contract manager must be available during
normal business hours to address any customer service or other issues related to this
Contract. Vendor should list its Contract manager and his or her contact information
below.

Contract Manager: Aly Briscoe

Telephone Number: 425 381.0079
Fax Number: 866-392-1158

Email Address: abriscoe@sbpusa.org
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Software as a Service Addendum

1. Definitions:

alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may
be found at hitps://www.dlapiperdataprotection.comfindex.htmli?t=world-
mapé&c=US&c2=IN.

Authorized Persons means the service provider's employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data_Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction's personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

Individually identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is

created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental heaith or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (Pll): government-issued identification numbers (e.g.,
Social Security, driver’s license, state identification card); financial account information,
igt;:t:)ding account number, credit or debit card numbers; or protected health information

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.
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Public Jurisdiction means any government or government agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction's hardware,
the service provider's hardware or exists in any system owned, maintained or otherwise
controlied by the public jurisdiction or by the service pravider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction's unencrypted personal data or non-public data within the
p%ssesgion or control of the service provider. A security incident may or may not tumn into
a data breach.

Senvice Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
providers applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response 1o service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction's written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and avallability of
public jurisdiction information and comply with the following conditions:
a} The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,

2
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the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the undeilying contract.

b) The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

¢) The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

d) If, in the course of its engagement by the public jurisdiction, the service provider’
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder Information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (*PCl DSS") requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service providers sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

e) All personal data shall be encrypted at rest and in transit with controlled access.
Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

f) Unless otherwise stipulated, the service provider shall encrypt all non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.

g) Atno time shall any data or process — that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
Jurisdiction.

h) The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfilling the service.

i) Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shalil be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its

3
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable altemnative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.
a) Incident Response: The service provider may need to communicate with outside

parties regarding a security incident, which may include contacting law

enforcement, fielding media inquiries and seeking external expertise as defined by

law or contained in the contract. Discussing security incidents with the public

jurisdiction shall be handled on an urgent as-needed basis, as part of service

g‘rovider communication and mitigation processes defined by law or contained in
e contract.

b) Security Incident Reporting Requirements: The service provider shall report a

confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by emall, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https://apps.wv.goviotfir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident

Reporting System at https:/apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

6. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.
a) immediately after being awarded a contract, the service provider shall provide the

public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction's primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.
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b) Immediately following the service provider's notification to the public jurisdiction of
a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

¢) Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reascnably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

d) The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary. '

e) If a data breach is a direct result of the service provider's breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last § years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause, The service provider agrees that it shall not inform any third party of any
data breach without first ebtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction's data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

¢) In the event the contract does not specify a time or format for return of the public
jurisdiction's data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service pravider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

o 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
o 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise In its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
Jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods, Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not timited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service providers obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider's officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shali perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12, Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Controi (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified In the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may Impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facliities, data centers, paper files, servers, back-up

7
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systems and computing equipment, including, but not limited to, all mobils devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platiorm security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shail execute well-defined recurring action steps that identify
and monitor vuinerabilities and provide remediation or corrective measures. Where
the service provider's technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with sofiware updates.

¢) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agréements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
mam:'ging and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom It provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public jurisdiction believes is detrimental to its
working relatlonship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
if the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shail provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the pubilic jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22, Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23, Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For Saa$S, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25, Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitied to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be avallable from any court, in addition to any other remedy to
which the public jurisdiction may be entitied at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.

AGREED:

The St. Bemard Project, Inc.,
Name of Agency: WV Development Office Name of Vendcr:_dba SBP, inc.
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Titlec_CAD Director

Date:  October 8, 2020
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